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1 Introduction

The phenomenon of reputation has been extensively studied in economics, game
theory in particular. The game theoretic framework for analysing reputation is
that of repeated games in which some players are uncertain about the payoff
structures of their opponents. There are two keyterms in this informal definition:
repeated game and uncertainty. Both of them are well in accordance with
informal understanding of the notion of reputation. The necessity of repetition
is rather obvious - it makes sense to build reputation only if it can influence
future returns. If all interactions are one time deals then reputation is not
needed because no one will happen to know in the future what you did in
the past. Uncertainty is just a little bit less obvious: one who is locked into
specific type of behavior, without any other options to choose from, cannot
have reputation for that specific type. Rather, he or she is of that type with
certainty.

In this text we present how game theory operationalizes this informal view
on reputation and discuss how the developed models can be applied in open
electronic communities to promote trustworthy behavior. Sections 2 and 3 lay
out the ground for understanding complex reputation models by descibing ba-
sic game-theoretic concepts including games with incomplete information and
repeated games. Section 4 introduces game-theoretic reputation models on the
example of the well known chain-store game, while Section 5 presents general-
izations of the observations made on this example. These two sections deal with
so called models with perfect monitoring in which the players are fully informed
about the past plays of their opponents. Sections 6 and 7 discuss more recently
developed models in which the players observe only imperfect signals of the past
play. In Section 6 the signals are public, common for all players, while Section 7
deals with the case of privately observed, different, signals. We conclude in Sec-
tion 8 with a discussion on possible ways to apply this game-theoretic modeling
on online settings.



2 Game Theory Basics

Game theory describes mathematical models of conflicting and cooperative in-
teractions between rational, utility maximizing, decision makers (players in the
parlance of game theory). The presence of interaction is the most important
ingredient of this definition - the utilities of the players are affected not only by
their own strategic choices but also by those of all other players as well.

In this text we will concentrate on so called strategic games, in which players
choose their actions simultaneously, at the same time. This concept can be
formally defined as follows.

Definition 2.1. A strategic game consists of:
e a set of players N = {1,2,...,n},
e for each player i, a pure strategy (or action) set 4; and

e for each player i, a utility function u; : A — R, where A = X;enA;.

The definition is illustrated in the following example.

Example 2.1. Consider a conflicting situation two hunters might face. Assume
that they have the possibilities to hunt a stag (together) or hares (separately).
Thus we have that the set of players is two-element set N = {1,2} and that
the players’ strategy sets are A; = Ay = {Stag, Hare}. To have a completely
defined game we need also to define the players’ utility functions on the set
Ay x As. They can be neatly presented by a table, as done in Table 1. Each
cell in the table contains two entries corresponding to the utilites players 1 and
2 respectively receive when the combination of actions corresponding to the cell
has been chosen.

Player 2

Stag Hare

Stag 2,2 0,1
Player 1

Hare 1,0 1,1

Table 1: A two-player Stag Hunt game.

g

The above definition also introduces some notational conventions we will be
using. Apart from the symbols given there we will use the symbol A(B) to
denote the set of all probability distribution over the set B. For any player



i the set «/; = A(A4;) will be called the set of player i’s mized strategies.
Thus, mixed strategies of player i are probability distributions over his pure
strategies A;. (Where it does not make any confusion we will use the notion
strategy to denote both mixed and pure strategies.) The set of all mixed strategy
combinations, X;cnA(A;) will be denoted by /. Any mixed strategy profile
a=(aq,...,a,) € & induces a probability distribution over the set of all pure
strategy profiles A in the obvious way. For any such mixed strategy profile «
we define u;(a) as the expected value of player i’s payoff with respect to this
distribution. Also, any strategy profile (a1,...,a;,...,a,) will be denoted by
(a;,a—;) when we want to emhasize that player ¢ uses action a;. Generally, any
combination of objects of interest in which player i do not participate will have
—i in the subscript. The set of all players without player ¢ will be denoted by
N —i.

We now ask the question: how will a game such as the one just shown be
actually played. Or, what strategies maximize the players’ utilities? These
questions are central to game theory and the solution concept game theorists
prescribe is that of Nash equlibrium. Informally, the concept is made of two
components: 1) players must form beliefs about other players’ strategies and
then, based on these, choose their own strategies optimally and 2) the players’
beliefs must be consistent in the sense that every player’s belief about the other
players’ actions is correct.

The idea is formalized in the following definition.

Definition 2.2. A strategy profile o* = (af,...,a}) € & is a Nash equlibrium
if no player can gain by unilateraly deviating. So, denoting a* = (o, a*,), we
have that for any player ¢ and any of her strategies o; # «; the following must
be satisfied:

ui(af,aty) = uiasat,) (2.1)

O

By inspecting Table 1 we can see that the profiles (Stag, Stag) and (Hare,
Hare) are Nash equlibria of the stag hunt game. For instance, given that one
player plays Stag the other player cannot increase his utility by switching to any
randomization between Stag and Hare that puts a positive probability on Hare.
But these two equilibria (in pure strategies, obviously) are not the only ones.
There is another involving mixed strategies, in which both players randomize
between their two pure strategies with probabilities of 0.5.

The question of the equilibria existence is resolved by the following theorem.

Theorem 2.1. For any finite game there is at least one Nash equilibrium in
o = XieN.

0

The theorem is an application of the fixed point theory for point-to-set cor-
respondences. Border (1985) presents a good introduction to this subject.



2.1 Bayesian Games

In many games of interest different players may have different information about
some important aspects of the game, including a special case in which some
players know more than others and may use this informational asymmetry to
get better payoffs. To model such situations the concept of Bayesian games
(or games with incomplete information), introduced by Harsanyi (1967-68),
has been widely adopted. Informally, central to Bayesian games are types of the
players by which the players’ private information is modeled. Each player learns
his own type at the beginning but the types of other players remain unknown to
him throughout the game. The utility functions are also different than before
- they specify ordinal payoffs for combinations of chosen strategies and realized
types rather than strategies only. Another important assumption is that the
types are drawn from a common prior probability distribution, known to and
agreed upon by all the players, so that every player can derive the probability
distributions of the combinations of the other players’ types given any of his
own types. Then, the goal of every player is to maximize his payoff for any of
his types. As before, in an equlibrium any player must form a belief about the
other players’ strategies given his knowledge of the types’ distributions and then
play optimally. Of course, all beliefs must be consistent. The formal definitions
follow.

Definition 2.3. A Bayesian game consists of a set of players N = {1,2,...,n}
and for each player i:

e a set of possible actions A;,

e a set of possible types T;,

e a probability function p; : T; — A(T-;), where T_; = X;cn_;T; and

e a utility function u; : A X T'— R, where A = X;enA; and T = X;enT;.

O

Definition 2.4. Any strategy profile o* € X;en X¢,er; A(A;) is a Bayesian
equlibrium if for any type ¢; of any player ¢ mixed strategy o*(a;|t;) optimizes
player i’s expected payoff where the expectation is taken over all combinations
of types of the other players.

O

Example 2.2. Auctions present a typical example of Bayesian games. In this
example we will describe the first price sealed-bid auction. Let us assume that n
bidders are competing to buy an auctioned item by submitting sealed bids. The
owner of the highest bid wins and pays the price of his bid. Assume also that
any bidder has a private valuation of the item, denoted v;, and that each player’s
valuation is independent of those of the other players. However, the distribution
from which the valuations are drawn are known. Here we assume the unifom



distribution on the interval [0,1]. So, it should be obvious that this makes a
Bayesian game in which the item valuations are the players’ types and all distri-
butions p; for any player ¢ are uniform on [0,1]. The utility functions are such
that for any player ¢ and any valuation-bid tuple (v,b) = (v1,...,0n,b1,...,by)

s, b) = { 16, —b; if b; = max(by,...,by,)

otherwise.

It can be shown (a proof can be found in almost any introductory text on
auctions, McAfee and McMillan (1987) for instance) that in this setting the
optimal bid for any bidder ¢ with valuation v; is ”T_lvi. In other words, the
equlibrium is made of the set of n functions B(v) = “~1v for n bidders and

v e [0,1]. !

O

3 Repeated Games

To model repeated interactions game theorists use the concept of repeated games
in which the same stage game is repeated finite or infinite number of times
whereby the sets of players who participate in the stages can vary from stage
to stage. In this section our primary concern will be infinitely repeated games
with discounting, in which the stage game is repeated infinitely many times
and the players discount their future payoffs as compared to those received at
present. The main goal of the section will be to show that repeated play can
differ greatly from one-shot encounters in the sense that it can allow for a whole
range of equilibria which are not normally found in the constituent, one-shot
games. Building on the results we present here, we will show in the later sections
how reputation effects (enabled by adding uncertainties in the Bayesian sense
we just presented) may help certain players to narrow down these equilibrium
sets and pick those equilibria they prefer the most.

To define a repeated game and its equilibria we need to define the players’
strategy sets and payoffs for the entire repeated game given the strategies and
payoffs of its constituent stage game. Therefore, assume that the stage game is
an n-player strategic form game and that the action set of each player i, A;, is
finite. The stage game payoffs are defined in the usual way, as maps u; : A — R,
where A = X;enA;. Let also 7 be the space of all mixed strategies of player
1. Assuming that the players observe each other’s realized pure strategies at
the end of each stage and are aware of them when choosing the next stage
strategies we can proceed as follows: let a® = (af, ..., al) be the pure strategy
profile relized in period ¢ and ht = (a", ..., a'"!) the history of these profiles for
all periods before t. Let, finally, H® denote the set of all such period-¢ histories.
Then a period-t mixed strategy of player ¢ in the repeated game is any mapping
ol H' — of;,. A mixed strategy player i for the whole repeated game is then a
sequence of such maps o; = {o!}{2,.

Now, there is one more clarification we have to make in order to define
the repeated game payoffs and equilibria. Namely, in all stages of the game



players receive some payoffs and the problem is how to compare, possibly in-
finite, sequences of these stage game payoffs. There are three criteria adopted
in the literature: time-average, overtaking and discounting criterion. For the
discounting criterion is the most widely accepted and most closely approximates
the real-world situations we will in this text concentrate exclusively on it. So if
u! is the payoff player i receives in the period ¢ then the d-discounted (0 < § < 1)
payoff of this player is defined as:

oo

gi=01-0)) ol (3.1)

t=0

The reasoning behind this definition is that the players see future gains as
less valuable than those of the present or that there is uncertainty regarding the
ending time of the game with 1 — ¢ being the probability that the next stage will
be the last. For obvious reasons, a repeated game in which the players discount
their future payoffs with a common discounting factor ¢ will be denoted G(9).

Any strategy profile ¢ = ({o}22,,...,{0}2,) induces a probability dis-
tribution over the set of all infinite histories. We define the players’ payoffs in
the repeated game as the expected values of §-discounted payoffs the players
receive when the paths of play follow each of these histories. With this clari-
fication we finally define that a Nash equlibrium of the repeated game G(J) is
every strategy profile ({o}}:2,,..., {0l }2,) such that no player can gain by
switching to a different strategy given that all other players implement it.

The central problem in the theory of repeated games, investigated by many
authors, is what payoff sets can be supported in equilibria of the repeated game
given the structure of its constituent, stage game. Intuitively, because the play-
ers can condition their future play on the past play of their opponents and
retaliate if the opponents do not play in a specific way, many payoff allocations,
not supportable in the one shot game, might become supported in an equilib-
rium of the repeated game provided the future is not discounted too much. The
theorems formalizing this intuition are known in the literature as folk theorems.
As seen from the perspective of engineering of online reputation mechanisms,
they are important as the starting points determining what outcomes are fea-
sible for a given mechanism. If socially desirable outcomes are not among the
feasible ones then the mechanism must be redesigned as to include them.

We will state here two folk theorems corresponding to two types of repeated
interactions: one with all players participating in all stages of the game (here-
after such players will be termed long-run) and one in which one player is long-
run while his opponents play only once (short-run hereafter).

We first cite the result for the setting with all players being long-run. To
state it precisely we need to introduce several notions. We define the minmax
value of player i to be

v, = min max  u;(oy, o). (3.2)
a i EXjeNn—iA(Aj) i €EA(Ay)

Thus, player ¢’s minmax value is the lowest payoff he can achive in the stage



game provided he correctly foresees the choice of actions of his opponents. Any
payoft v; > v, is called individually rational for player i.

Further, putting u(a) = (u1(a),...,un(a)), we can define the set of feasible
payoffs as

V = convex hull{v|3a € A4 s.t. u(a) = v}. (3.3)

Theorem 3.1 (Fudenberg and Maskin (1986)). For any feasible payoff
allocation v that is individually rational for all players there is a § such that for
all § € (4,1) there is a Nash equilibrium of the repeated game G(§) with payoffs
v.

O

Example 3.1. As an example, let us apply this theorem to the Prisoner’s
Dilemma game, shown in Table 2. The only equilibrium of the game is for
the both players to cheat, which implies that the socially desirable outcome, in
which the players cooperate, does not constitute an equilibrium. But the things
change considerably in the game is repeated. Namely, it is easy to see that the
minmax values of both players are v; = v, = 1 and that the payoff allocation
(5,5) is in the set V. Thus, we can conclude that the cooperative outcome
with both players cooperating in every stage of the repeated game is possible
in the long term interaction provided the players are sufficiently patient (their
discount factors are suficiently close to 1). It is also easy to construct such a
strategy profile that results in this cooperative equlibrium. For instance, if the
players implement the strategy “cooperate as long as no player cheated in the
past stages, otherwise cheat” then no player has incentive to deviate if his short-
term gain from the deviation is less then his long-term gain from cooperation.
This will be the case if receiving 5 utils in every stage is better than receiving 6
today and 1 in all future stages, or if 5 > (1 —§)6 + 4, which implies § > &. For
an elaborate exposition of this phenomenon and its empirical confirmations we
refer to Axelrod (1984).

Cooperate  Cheat

Cooperate 55 0,6

Cheat 6,0 1,1

Table 2: Payoff Matrix of the Prisoner’s Dilemma Game

O

Of particular importance for application to online world is the repeated game
model with one long-run player facing a (possibly infinite) sequence of short-run



players each of whom plays the stage game only once as opposed to the long-run
player who stays in the game till its end. This model closely approximates a
typical online setting, P2P in particular, in which a large number of participants
makes multiple interactions between the same players highly improbable.

The question raised above, what payoff allocations can be achieved in an
equilibrium of the repeated game, is again in the focus of our attention. The
problem is a little different now because the short-run players are unconcerned
about the future and will always play their stage game best responses to what-
ever strategies are played by their opponents. To formulate the results clearly
we will again need a few definitions (to keep the discussion simple we state the
definitions and the results for the case of a two players stage game in which
player 1 is long-run while player 2’s are short-run).

Let

B: o) = b (3.4)

be the correspodence that maps the long-run player’s mixed strategies to the
best response strategies of the short-run player. So for any pair (a1, B(1)) from
o/ x s we have that B(aq) is player 2’s best response strategy to ay. Let the set
of all such pairs be denoted by graph(B). The long-run player’s minmax value
must be also redefined as to include the constraint that the short-run players
play the stage game best responses. So the minimax value of the long-run player
is given by:
b= gr?aglh(B) rr(lr?xul(al,a,l). (3.5)
Before we are ready to state the folk theorem for this setting, we need just
one simple definition: for any strategy o1 € A(A;), supp(oy) is defined as the
set of all a; € A; on which o7 puts a non-zero probability.

Theorem 3.2 (Fudenberg, Kreps, and Maskin (1990)). Let

T = max min  uy(s1,0-1). (3.6)
(o1,0-1)€ graph(B) s1€supp(o1)

Then for any v1 € (vy,71) there exists a §' < 1 such that for all § € (¢',1),
there is a subgame perfect equilibrium in which player 1’s discounted payoff is
v1. For no ¢ is there an equilibrium where player 1’s payoff exceeds v;.

O

For completness, we should add that an underlying assumption of this the-
orem is that only pure actions realized in the past stages are observable to the
players. If, on the contrary, the past mixtures of the players are known then a
folk theorem similar to Theorem 3.1 obtains.

Example 3.2. It is easy to apply this theorem to the repeated Prisoner’s
Dilemma game with one long-run and one short-run player. Namely, it is easy
to see that graph(B) can include only strategy profiles in which player 2 plays
Cheat because this strategy is player 2’s best response strategy no matter what
player 1 does. Thus, we have v; = ©; = 1, which brings us to the conclusion that



the only possible equilibrium of this version of the repeated Prisoner’s Dilemma
is for the both players to cheat in all stages and, therefore, no cooperative
equilibrium can be attained.

O

In Out

Acquiesce 1,2 3,0

Fight 0,-1 | 3,0

Table 3: Payoff Matrix of the Chain Store Game

Example 3.3. Table 3 shows a simultaneous move version of the celebrated
chain store game, studied by Selten (1978).! Assume that the the row player
is a firm already established in a market (monopolist hereafter) and that the
column player is another firm that decides on entering the market or staying
out (entrant hereafter). The monopolist can choose to fight the entry (say, it
may opt to a sharp price cut) or to acquiesce (to share the market peacefully).
The payoffs of the two firms are as shown in Table 3.

To determine graph(B) we can proceed as follows. If the monopolist ran-
domizes between its two strategies with probability p put on Acquiesce then
playing In would bring the entrant the expected payoff of 3p — 1 while Out al-
ways brings 0. So, the entrant’s best response is Out if p < % and In if p > %
Put another way we have:

. . ) 1
(p - Acquiesce + (1 — p) - Fight,Out) if0<p< 3

graph(B) = { (p - Acquiesce + (1 — p) - Fight, In)  if 3 <p <1

It is easy to see now that the maximum in (3.6) is achieved for any profile
o = (p-Acquiesce + (1 — p) - Fight, Out) with p < 3 (both minima equal 3, which
is the monopolist’s maximum payoff in the stage game). Therefore, we can
conclude that in the repeated game in which the monopolist is long-run while
the entrants are short-run the equlibrium in which the monopolist receives the
payoff 3, and consequently, in which an entry never ocurrs, is possible. However,
it can be also seen that v; = 1, meaning that many other equilibria, in which
player 1’s payoffs range from 1 to 3, are also possible. As we will see shortly,
reputation is exactly what can help player 1 narrow down this set and get payoffs
arbitrarily close to the best possible one (3 in this example).

O

IThe sequantial move version of the game is shown in Figure 1 on page 11. To keep our
discussion simple we will not elaborate on the details of this class of games, also known as
extensive form games.




4 Uncertainty and Reputation Formation -
Perfect Monitoring Case

To recapitulate, we started with an assertion that for reputation formation
repeated interactions and interactants’ uncertainties are necessary. Then we
described two game theoretic concepts, Bayesian and repeated games, that are
used to model each of these two. In particular, we anylised the repeated game
settings with one long-run player facing a sequence of short-run opponents be-
cause this model is the most appropriate for online settings. The most important
conclusion we could draw from this analysis was that a multitude of equilibria
is possible in repeated games owing to the possibility for the players to punish
in the future stages any past “misbehaviors” of their opponents.

In this section we add uncertainty to the repeated game setting and describe
how game theory joins these two concepts to model reputation effects. Our main
objective will be to show how the long-run player can develop reputation for
being of a certain type and thus make credible the intuition that he may always
pick the equlibrium he prefers the most.

Monopolist weak Monopolist strong
In Out In Out
Acquiesce 0,b a0 Acquiesce -1,b a0
a>1
. . O<b<1l
Fight -1,b-1 a0 Fight 0, b-1 a0

Table 4: Payoff Matrix of the Bayesian Chain Store Game

The chain-store game from Example 3.3 and its Bayesian variation from
Table 4 will serve as the running examples for this section. The setting we will
consider will be that of one long-run monopolist playing against many short-run
entrants. An important assumption of this section is that at any stage of the
repeated game the players are perfectly informed about all previous play. To
be precise, the term “perfectly” means that at any stage they know all actions
taken by all players at all past stages.

The chain-store game from Table 3 has three equlibria: one in which the mo-
nopolist acquiesces and the entrant enters, one in which the monopolist fights
and the entrant stays out, and one in which the monopolist fights with probabil-
ity 2/3 and the entrant stays out. If we change the definition of the game in such
a way that the order of moves matters and the entrant moves first we get a game
tree as in Figure 1. This is an example of so called extensive form (sequential
move) games. Generally speaking, this class of games needs a different sort of
analysis than the class of strategic games, but in this simple case the equilibrium
sets of the two games are the same. The reason why we present this sequential
move version is to show that if the order of moves matters (and we will adopt

10



this in the analysis below) then only the first one among the equilibria given
above is plausible: if presented with an entry the monopolist must acquiesce,
the threat of fighting an entry when an entry ocurrs is not really credible. (In
the rest of this text we will not pay much attention to this class of games and
therefore we opt not to show the details related to them.)

(3.0)

Acquiesce (1,2)

Fight (0,-1)

Figure 1: Sequential Move Version of the Chain-Store Game

Let us see what will happen if this game is repeated finitely many times. An
intuition says that it might make sense for the monopolist to fight some early
entries in an attempt to convince the future entrants that he is “tough” (the
precise meaning of this term will become clear shortly) and will fight future
entries as well. Then from a certain point on no entry would be expected to
ocurr and the losses incurred by fighting early entries would be offset by not
sharing the market in the later stages. Of course, this intuition might be valid
only if the monopolist does not discount the future payoffs too much (its ¢ is
sufficiently close to 1) or the number of stages is sufficiently high. But this
intuition is wrong. Namely, the last entrant knows that there is no more entries
for the monopolist to deter and will, therefore, enter. It is important to see that
this will happen in the last stage no matter what was the prevous play. The
second last entrant will predict this and conclude that the monopolist can by
no means deter entry in the last stage and, therefore, will not fight the second
last one. Thus, the second last entrant will enter too. So if we unfold the whole
sequence of play from its end backwards to the begining we reach the conclusion
that all the entrants will enter. This reasoning, seemingly counterintuitive, is
referred to in the literature as “chain-store paradox” (Selten (1978)).

The missing ingredient in the model, that would justify the mentioned in-
tuition, is the entrants’ uncertainty with respect to the payoff structure of the
monopolist. Put another way, the monopolist cannot develop reputation for
“toughness” when it cannot be tough whatsover. As soon as the entrants assign
even a small prior probability to the event that the monopolist benefits from
fighting entry (it is though), an equilbrium in which entries do not ocurr but
in several last stages of the entire game can be constructed. This is exactly the
approach taken by Kreps and Wilson (1982) and Milgrom and Roberts (1982),
the two works that introduced reputation in game theory.

Table 4 shows the Bayesian version of the chain-store game analysed by
Kreps and Wilson (1982). It can be seen from the table that the monopolist
has two types: it can be weak (the payoffs are in this case just slightly different

11



than in the original game given above) and strong, in which case it prefers
fighting the entry than acommodating it. The entrants initially assign a non-
zero probability to the monopolist being strong (let us denote it by pg), while
there is no uncertainty regarding their payoffs. This stage game is repeated and
after any stage k the probability that the monopolist is strong is updated for
the next stage k + 1 given the monopolist’s play at stage k according to Bayes’
rule: if the the monopolist fought the entry in stage k then py1 > pg, otherwise
Pr+1 = 0 because the monopolist then reveals that he is weak. An equilibrium,
as usual, implies that: 1) at any stage and for any history of the previous moves
the monopolist’s strategy is a best response to the entrants’ strategy and 2) for
each entrant 7 and each history of the play prior to stage ¢ entrant i’s strategy is
a best response to the monopolist’s strategy given that the monopolist is strong
with the corresponding probability.

Instead of stating the equilibrium strategies formally we will outline a typ-
ical equlibrium play. Namely, at the start of play the entrants know that the
monopolist, having enough stages left for benefiting from building reputation,
will fight entries and thus they choose to stay out. The play proceeds this way
until the last several stages, when the entrants get enough incentive to chal-
lenge the monopolist and when entries ocurr either with certainty or with some
probability less than one.

A remarkable property of this equilibrium is that the number of these “last
stages” in which entries might happen is independent of the total number of the
stages played (it depends only on the inital probability of the monopolist being
weak, pg). This implies that the total number of stages grows the average payoff
per stage received by the monopolist becomes arbitrarily close to a, which is the
best stage game payoff the monopolist would want to get.

There is another very interesting property of this equilibrium. If the en-
trants’s beliefs are updated in such a way that pxi1 > py if entry k was fought
(Kreps and Wilson originally used the term “plausible”) then this equilibrium
is unique (there are many other equlibria that do not satisfy this requirement).
This is particularly important if we know that the problem of the equlibrium
selection (or so called focal points) when a game (repeated or one-shot) has
multiple equilibria is still unresolved question in game theory (Myerson (1991)
presents a good discussion on this subject). The uniqueness and plausibility
make us believe that this equlibium will be picked in an actual play of this
game so that even this problem of equilibrium selection is eliminated.

5 Perfect Monitoring — General Results

The result of Kreps and Wilson, we just described, generated quite some interest
in studying reputation formation and the very next problem game theorists
attacked was its generalization through identification and characterization of
the necessary ingredients of the model that brought to such a result.
Fudenberg and Levine (1989) considered a general setting with a patient
(long-run) player playing the stage game G against an infinite seuence of short-
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run players. They define “Stackelberg” outcome in G as the long-run player’s
most prefered pure strategy profile given that the short-run players always
choose their best responses to the strategy of the long-run player. Formally,
let

g7 = nax azrenéﬁl)ul(sl,ag). (5.1)
and let s7 be the strategy achieving the maximum in (5.1). Then g7 is called
the long-run player’s Stackelberg payoff and si his Stackelberg strategy.

In the game from Table 3.3, for example, Fight is the long-run player’s Stack-
elberg strategy and the payoff 3, corresponding to the strategy profile (Fight,
Out), is his Stackelberg payoff.

The model further assumes that the player 1’s payoffs are associated with his
types (as in any Bayesian game), which are drawn from a set Q = {wp,w1,...}
with a prior probability distribution p defined on it. Crucial to the model is
the assumption that there must be at least two types of the long-run player:
one corresponding to the payoffs of the original stage game G (often referred to
as “sane” type, denote it by wp) and one having the Stackelberg strategy as its
dominant strategy in the repeated game (“crazy” type, wy). Let us also assume
that their prior probabilities are p(wp) = po and p(wr) = 1. The following
theorem asserts that in this setting the least payoff of the long-run player in any
Nash equilibrium of the repeated Bayesian game G(4, 1) equals almost g7.

Theorem 5.1 (Fudenberg and Levine (1989)). Let u(wp) > 0 and p(wq) >
0 and let min g; denote the minimum payoff of the long-run player in the stage
game. Then there is a constant k(p;) otherwise independent of (€, 1), such that
the least payoff to the long-run player of type wy is

V (8, pywo) > 680 g% 4 (1 — %)) min gy (5.2)
O

At the heart of Theorem 5.1 is the assertion that, given any 0 < 7 < 1 and
given that the long-run player always plays his Stackelberg strategy sj, there
is an upper bound on the number of occasions in which the short-run players
assign a probability of the long-run player being of the type w; smaller than
7. Fudenberg and Levine (1989) show that k = log y1/logm (where uy is the
probability of the long-run player being of Stackelberg type) can be used as this
bound.

It is easy to see from (5.2) that when ¢ grows the bound grows too and,
in the limit case, lims_1 V (6, u,wo) = gf. Thus, the bound is higher for more
patient players and the lowest Nash equlibrium payoff of the fully patient players
is arbitrarily close to their Stacklberg payoft.

Example 5.1. Let us apply these results to the chain-store game from Table
3.3. As we already saw, if the probability of the monopolist fighting the entry
exceeds 2/3 then the short-run player will strictly prefer to stay out. In other
words, we can set m = 2/3 and compute that, with pu; = 0.05 for instance,
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k = logpui/logm = (log0.04)/(log2/3) ~ 8. Thus, the short-run players will
enter at most 8 times. In the worst case, if these entries happen at the very
begining of the game and the long-run player receives the lowest payoff in each
of these stages (which equals 0) then we see that the above bound becomes
V (6, 1, w0) = 8%

O

6 Imperfect Public Monitoring

As we have seen, an important assumption of the previous section was that the
players were fully informed about all past action choices prior to choosing their
own actions. In this section we will drop this assumption and show what happens
in an even more realistic scenario - when past actions of the players are not
observed but, instead, only their imperfect signals. As before, we remain focused
on repeated games with one long-run player and many short-run opponents.

The model can be defined as follows. The long-run player (player 1) plays
a stage game against an infinite sequence of one-shot players 2’s. As usual, the
strategy sets in the stage game will be denoted by A; and As, while o/ and .7
will denote the corresponding mixed strategy spaces. As compared to the mod-
els of perfect monitoring, the stage game actions played in the past rounds are
not observable at any period of the game. Instead, what is observable now are
only stochastic outcomes y corresponding to the actually implemented action
profiles. These outcomes are drown from a finite set Y according to a proba-
bility distribution p(-|a) for any a € A; x As. They are commonly observed
by all the players (the monitoring is, thus, public) and the same outcome can
ocurr after many different action profiles implemented (the monitoring is, there-
fore, imperfect). Finally, we are assuming that the probability distributions p
themselves are common knowledge among the players.

The model further assumes that the players’ payoffs in any round ¢ depend
only on the observed signal and their corresponding strategies implemented in
round t. (Put another way, the payoffs depend on the actually implemented
profile a = (a1, a2) only through its influence on the distribution p.) Thus, the
long-run player’s payoffs is any function u; : Y x A3 — R, while each short-
run player’s payoff is a function us : Y X A — R. The ex ante stage game
payoffs when the action profile a = (a1, a2) has been actually implemented are
vi(ar,a2) = 3, ey ur(y, a1)p(yla) and va(ar, az) = 3, oy u2(y, az)p(yla).

The players’ strategies can be defined as follows. Assume that at any time ¢
the history of previously observed signals is (3°,...,y'"!) € H'~!, the history of
the long-run player’s actions is (a{, ..., a’i_l) and that the history of the short-
run players’ actions is (a,...,a5 "). So the knowledge the long-run player
has on the play prior to time ¢ is hi™' = ((af,4°),...,(a! 1, yt1)) € HI7! =
(A1 x Y)? while that of the period-t short-run player (assuming that this short-
run player knows the action choices of the prevous player 2’s) becomes h;fl =
((a9,4°),..., (a5t yt~1)) € Hi' = (A5 x Y)'. With this notation we define
player 1 strategy as any map oy : U3 HY :— &7 while player 2’s strategy can
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be defined as a map o3 : U2 H} :— . (For notational convenience, we treat
the short-run players as one player. Of course this does not impose any problem
if we define the equilibria in such a way that of is a best response to oy for each
t.)

Consider now a strategy profile o* = (o7,03). Player 2’s strategy o3 is a
best response to o7 if for any ¢, any hgfl € H;fl and any j € As:

Eq-[va(af, a3)|hy "] > Eqe [va(ai, j)lhy ).

Now, for a strategy profile * = (07, 03) to be a Nash equlibrium it is necessary
that, apart from the requirement that ¢3 be a best response to o}, of must
maximize the long-run player’s expected utility. This will be achieved if for all
o1 the folloving inequality holds:

Ep-[(1-6) Y 8°01(a5,a3)] = E(o, 03)[(1 = 6) Y 6°v1(ai, a3)]. (6.1)
s=0

s=0

To study reputation effects we allow for the possibility for the long-run player
to have one or more additional, commitment types each of which prefers to
play a specific (possibly mixed) stage game strategy. The definition of a Nash
equilibrium is just slightly different in the case of this perturbed, incomplete
information game: assuming (for simpler exposition) that there is only one com-
mitment type who always plays strategy 1 we can say that in any equilibrium

o* = (o7,0}), 0 must maximize

PtE(1 00 [v2(al, ab)[h5' ] + (1 = pe) E(or o) [02(al, ad)| 5]

for any ¢ and any history hg_l. In this expression p; is period-t player 2’s
posterior belief that the long-run player is the commitment type. It is assumed
that the prior pg is known to all the players. The long-run player’s equilibrium
strategy o maximizes the same objective function (6.1).

Cripps, Mailath, and Samuelson (2002) consider exactly the setting we just
described and show that (under some mild conditions) reputations for non-
credible behavior cannot be permanently maintained. We will state this result
precisely.

The concept of strategy that is never an equilibrium strategy in the long-run
plays the central role. So player 1’s strategy &1 is never an equilibrium strategy
in the long-run if there exists T' such that for all histories h%, all player 2’s best
responses to 1 and all t > T player 1 always has some profitable deviation.

The authors further introduce several assumptions regarding the distribution
p of the signals:

Assumption 1 (Full Support). p(y|a) >0 for all a € A; x As.

Assumption 2 (Identification).
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e For all a; € A; there are |A5| linearly independent columns of the matrix
[p(yl(a1,a2))],cy.ayen,-

e For all as € A, there are |A;] linearly independent columns of the matrix
[P(y|(a1>a2))}yey,ale,41~

O

Assumption 1 simply says that any signal has a positive probability under
any pure strategy profile, while assumption 2 requires that the players can statis-
tically identify each other’s stage game actions based on a sufficent observations
of the signals. (In the spirit of Fudenberg, Levine, and Maskin (1994) this means
that all pure action profiles satisfy the individual full rank condition.)

The main result can be now stated as follows.

Theorem 6.1 (Cripps, Mailath, and Samuelson (2002)). Assume that
p satisfies Assumptions 1 and 2 and that 6; is a commitment strategy of the
long-run player which is pure and never an equilibrium strategy in the long-run.
Then in any Nash equilibrium &, p; — 0 Ps-almost surely.

0

So how to interpret this result? Quite generally, there is an important differ-
ence between perfect and imperfect monitoring. Namely, as we saw in Section 5
when monitoring is perfect reputational equilibria imply that the long-run player
repeatedly plays his Stackelberg strategy while the long-run players’ beliefs con-
verge to the Stackelberg type and the long-run player’s payoff to his Stackelberg
payoff. On the other hand, when monitoring is imperfect then, as the above
result says, reputations cannot be maintained forever. Sooner or later short-run
players will learn the true type of the long-run player and from that point on
the players will play one of the static (stage game) Nash equilibria. According
to Dellarocas (2002) an intuitive explanation of this difference is that with per-
fect monitoring “deviations from the equilibrium strategy reveal the type of the
deviator and are punished by a switch to an undesirable equilibrium of the re-
sulting complete-information continuation game. In contrast, when monitoring
is imperfect, individual deviations neither completely reveal the deviators type
nor trigger punishments. Instead, the long-run convergence of beliefs ensures
that eventually any current signal of play has an arbitrarily small effect on the
uniformed players beliefs. As a result, a player trying to maintain a reputation
ultimately incurs virtually no cost (in terms of altered beliefs) from indulging in
a single small deviation from Stackelberg play. But the long-run effect of many
such small deviations from the commitment strategy is to drive the equilibrium
to full revelation.”

Fudenberg and Levine (1992) consider the same scenario and provide lower
and upper bounds of the long-run player’s payoff in any Nash equilibrium. The
result we present here holds for the limit case when the long-run player’s discount
factor § is arbitrarily close to 1. We note that the authors provide the bounds
for any 4.
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For any mixed strategy a; of the long-run player the set of generalized best
responses By(aq) of the short-run player is defined as containing all as € o
such that ag is the best response (in the sense defined before) and there exist
some o € & such that p(-|ar, az) = p(+lod, az).

Building on this definition, the authors further define the notions of the least
and greatest payoffs when the long-run player is of the “sane” type, v; and v;
as:
vy = sup inf vy (ag,a9) (6.2)
a1 €EA(A;) ¥2€Bo(a1)

U1 = sup sup 1o, a2) (6.3)
a1€A (A1) az€Bo(a1)
At last, if we denote by N, () and N;(6) the infimum and supremum of the
long-run player’s payoffs in any Nash equilibrium for his “sane” type and by N,
and N; their respective limits when § — 1 we obtain:

Theorem 6.2 (Fudenberg and Levine (1992)). If the commitment types
have full support then: B
vy SNy <N <1y (6.4)

O

7 Imperfect Private Monitoring

A general model of a game with imperfect private monitoring can be defined
as follows. Players 1 and 2 (or a sequence of many different player 2’s) re-
peatedly play a stage game with action sets A; and As. They do not now
observe each other’s past actions but only their imperfect signals w; € €21 and
wo € Q9 which are not common. Any strategy profile a = (a1,a2) € A1 X A
generates a probability distribution, p(w|a) over the set Q@ = Q; x Q9 of all
combinations of the private signals and these distributions are common knowl-
edge in the game. The stage game payoffs are given by the following sum:
gi(a) = >, cquilai, w;)p(wla), where u;(a;,w;) is player i’s realized payoff from
the received signal and played action.

Strategies of the players are defined in the usual way, as maps from any
history of play a player observes to a probability distribution over his action
set. Thus, player i’s strategy (i = 1,2) is any map o; : U2 H} :— o/, where
H! = (A; x Q;)". With the strategies and payoffs defined, it is easy to define
the equilibria of the game. Just as before, an equilibrium is any strategy profile
(o7,0%) such that no player ¢ can gain by switching to a different strategy o;
while the other player implements o_;.

As compared to the model of imperfect public monitoring, there is now
only one different detail: the signals the players receive after each stage are
not drawn from a common set but from different ones. Put another way, we
have w; = ws when monitoring is public and wy # ws when it is private. Even
though the difference between the two models may seem minor at first glance, it
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is substantial for their tractability: almost perfect understanding of the public
monitoring models and an abundance of general results turn into just occasional
solutions of particular cases (mostly variations of the Prisoner’s Dilemma game)
with private monitoring. Dellarocas (2003) presents a notable exception. We
will briefly describe this work in Section 8.

Kandori (2002) explains what difficulties arise when monitoring is private
and why this model becomes so complicated. He finds the following two reasons
the most important: the lack of recursive structure and the need for the players
to conduct statistical inference at each stage.

The most part of the literature on the model with imperfect public moni-
toring considers the case when the players do not condition their play on their
private signals (these are played actions) but only on histories of public out-
comes. This gives rise to so called public strategies. When the players use
only public strategies then the set of possible equilibrium payoffs is same in any
continuation game, i.e. after any history of play. Therefore, at any stage, the
equilibrium payoffs can be decomposed into first-period payoffs and continua-
tion payoffs which are again equilibrium payoffs. Abreu, Pearce, and Stachetti
(1990) were first to apply dynamic programming principles to this idea and de-
velop various characterizations of the equilibria payoffs. This work was further
extended by Fudenberg, Levine, and Maskin (1994) and Fudenberg and Levine
(1992) to obtain the folk theorems for their respective settings. But such a
recursive structure is not available if monitoring is completely private and this
is exactly what makes the private imperfect monitoring model much harder to
analyse.

The second reason is the necessity of complex statistical inference. Namely,
in order to determine what actions the opponent will take, any player i has
to compute conditional probability distributions over the opponent’s private
histories given his own histories (P(h% ;|h!)) which can be quite complicated for
large t’s.

8 Application to Online Settings

In this section we turn our attention to how to apply the discussed models to
online settings. We start by motivating research on online reputation systems
in general. Then we define the precise position of the game-theoretic modeling
of reputation in the online world and outline some pros and cons of this kind of
modeling. We conclude the section with a brief discussion on how to apply the
game-theoretic models in P2P environments and what difficulties can arise.

8.1 Why Reputation Management?

The application to e-commerce markets offers probably the simplest possible
answer to this question: in many online marketplaces reputation management
is the only practically feasible way to encourage trustworthy behavior. Namely,
if an online community is spanning the Globe then all classical assurance mecha-
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nisms, such as contractual agreements and litigation, are practically ineffective.
This is particularly true if the the stakes involved are small in comparison with
the costs incurred by these mechanisms. Then the only possible alternative is
to track the users’ behavior by eliciting feedback on their past doings from the
community in hope that any misbehavior will be reported and thus disable or
significantly decrease the future profit of the misbehavers.

eBay, the word’s largest online auctioning site, offers some further insights.
With respect to what opportunity might have been missed if no reputation man-
agement had been employed, it is sufficient to mention some recently announced
figures from this site regarding the year 2003 (eBay (2004)): 971 million list-
ings (from 94.9 million users in total), consolidated net revenues of $2.17 billion
and the gross merchandise sales of $24 billion. On the other hand, some recent
empirical studies (Resnick and Zeckhauser (2002), Houser and Wooders (2001)
and Melnik and Alm (2002), just to mention a few) have shown that much of
eBay’s commercial success can be really attributed to its reputation mechanism
(Feedback Forum) as a means of deterring dishonest behavior. To be exact,
the analysis of eBay data carried out by Resnick and Zeckhauser (2002) has
shown that “reputation profiles were predictive of future performance”, while
Houser and Wooders (2001) and Melnik and Alm (2002) performed a little bit
more detailed analysis and came up with the conclusion that, as far as the sell
of the goods the authors considered is concerned, Feedback Forum fulfilled its
promises: the positive feedback of the sellers has been found to increase their
price, while the negative one reduced it.

Without going into detail, we note that, though representative ones, e-
commerce in general and eBay in particular are not the only examples of set-
tings in need of the reputation management. There are many other settings in
which at least some sort of reputation based social control mechanisms has been
successfully employed. Examples range from Web search engines (Page, Brin,
Motwani, and Winograd (1998)) and P2P networks to restaurant ratings.

8.2 Why and why not game-theoretic modeling?

eBay’s Feedback Forum is just a well known example of what Resnick, Zeck-
hauser, Friedman, and Kuwabara (2000) call reputation systems and define as
systems that help people decide whom to trust, encourage trustworthy behav-
ior, and deter participation by those who are unskilled or dishonest through
collecting, distributing, and aggregating feedback about the participants’ past
behavior.

A large number of online reputation mechanisms appeared in recent years.
There are lots of web sites and P2P solutions allowing users to rate one another,
leave feedback of any sort about other users, products and so on. However, we
are not sure that a clear-cut systematic and analytic discipline of the reputa-
tion systems engineering can be identified here. This is exactly where game
theory can help. Namely, common to the vast majority of the existing reputa-
tion systems is that the decision making process based on the feedback (either
aggregated or raw) is intuitive, ad-hoc and error-prone. For example, how ex-
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actly can an eBay bidder use a seller profile to determine how much to bid and
whether to bid at all? The power of game-theoretic reputation systems, as based
on an analytic discipline, is precisely that they eliminate this problem: given
that the players are rational utility maximizers then they cannot do anything
better than playing exactly what is specified by an equilibrim, whichever is ac-
tually implemented. Further, with game-theoretic reputation models there is a
clear link between the feedback aggregation strategy and the actual behavior of
the participants, reflected in the chosen equilibrium. It is exactly this link what
enables the mentioned systematism and analyticity. Put differently, by chang-
ing the feedback aggregation strategies reputation systems designers can tune
the equilibria set according to their wishes and, in the ideal case, narrow down
this set to only one equilibrium, presumably the socially most desirable one.
Needless to say, this is exactly the main purpose of the reputation mechanisms.

With all this reasoning in mind we can derive quite precise steps in game-
theoretically founded reputation mechanisms design:

e Analyzing interaction patterns in the considered community and identifi-
cation of the stage game.

e Identification of the appropriate repeated game model (a long-run player
against many short-run opponents or all players long-run or even a com-
bination of these two).

e Defining of the feedback (past play) type along with a solution for incen-
tivizing short-run players (if any) to leave it.

e Defining the way the feedback is aggregated.

In the rest of this section we will briefly describe how the current literature
addresses the last two tasks. (We believe that the first two tasks are clear
in themselves and we will not discuss them further.) As we saw, almost all
discussed models involved short-run players sharing information about the long-
run player’s actions among themselves. In online settings, where there is a cost
associated with communicating this information (leaving feedback), this cannot
be taken for granted. Another difficulty is that even if the short-run players are
incentivized to leave feedback how can we make sure that this is done truthfully.
Miller, Resnick, and Zeckhauser (2002) analyse exactly this problem and propose
a payment-based system based on the application of proper scoring rules to the
reports. They prove that honest reporting is a Nash equilibrium and that, on the
other hand, the budget is balanced by charging uninvolved players for payments
that are based on the reports of others.

The last task in the above list is certainly the core one. Unfortunately, it
turns out that in general it is not at all easy. Even deriving reputational equilib-
ria can be quite complicated even when the stage game has a simple structure,
the reverse task of devising a game with specific equilibria is in principle even
more complicated. This is particularly true for private imperfect monitoring
games and, unfortunately, exactly this class of games is the most frequent in
online settings because any aggregation of the feedback (past play) makes the
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monitoring imperfect, while in the models with one long-run player playing
against a sequence one-shot opponents (these models are of particular impor-
tance in huge online communities where repeated interactions between any two
specific players are very improbable) it becomes necessarily private. This is
exactly why the game-theoretic reputational models of online environments are
very rare. Dellarocas (2003) presents one such model in which he models an
eBay-like setting with a long-lived seller facing an infinite sequence of one-shot
buyers. In each round the seller sells an item that can be of high and low qual-
ity and the buyers compete to buy the item in an auction. Because the seller
decides which quality to deliver after receiving the payment the setting is with
moral hazard. The author shows that if only a number of past outcomes is
maintained and showed to the buyers it can be still the best strategy for the
seller to deliver high quality and for the buyers to bid truthfully.

Apart from the mentioned complications that the game-theoretic modeling
of reputation normally involves, there are also some very practical arguments
against it. Thus, there is a concern about how well the described models ap-
proximate the real-world settings. For instance, is the model with one long-run
player and many one shot opponents a good approximation of a typical eBay
scenario in which one seller sells items to many buyers or this interaction cannot
be considered in isolation from other interactions of the seller and the buyers?
Some other concerns deal with the discounting criterion and the exact values of
the players’ discount factors. In the case we need them, how can we discover
the discount factors or what happens if two or more (long-run) players have
different factors. These practical issues are not usually studied in the literature.

Finally, there is a huge body of work proving that humans do not normally
act as rational economic agents (Fehr and Géchter (2002), for example) raising
the question of the practical usability of the game-theoretic modeling in general.
More specifically, Bolton, Katok, and Ockenfels (2002) report on some peculiar-
ities in how people treat reputation systems which can be again explained by
their irrationality.

In P2P networks the hard problem we just described becomes even consid-
erably harder. An implicit assumption of the above discussion was that the
feedback aggregation was done by a central authority (eBay, for example) that
did not have any incentive to distort it in any other way. Unfortunately, this as-
sumption is not valid in P2P networks where the aggregation can be performed
only by the peers themselves. But then the peers may find it profitable to distort
the feedback or simply to reenter the network under a different identifier and
abuse their knowledge of the complete feedback in the interactions it covers. To
the best of our knowledge, there is no game-theoretic model that includes this
possibility.
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